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3 Network Layer 549 Vsa >
Packet TRAILER | A packetis encapsulated into a frame.

LOGICAL LINK CONTROL

v = Frames the Network layer packet
= Identifies the Network layer protocol

< 2 Data Link Layer

QN MEDIAACCESS CONTROL

= Addresses the frame
= Marks the beginning and ending of the
frame
101001 11001

L [ The frame is encoded into a signal at

the Physical layer.
1 Physical Layer
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Routed network with one level of hierarchy added—three broadcast
domains

<& Broadcast Domain —»
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Hierarchical network
Flows are forced through hierarchy,
impacting performance

CDN is added, providing direct connectivity between networks,
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----- -- »
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ID/Name Date Type Description

All network equipment shall be capable of
software-based upgrades to allow it to support
changes to high-speed data service features
and functions.

01Jan2007 Original

“All network equipment” changed to

07Mar2007 Change “Technology A”

NR - 1.0-102 “ X .
01Apr2007 Change “software basgd upgrades” changed t?'
software or firmware-based upgrades

17Apr2007 Deletion Change of 01Apr2000 deleted

20May2007 Change “high-speed” changed to “any”
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% Uptime Amount of Allowed Downtime in
Hours (h), Minutes (m), or Seconds (s) per Time Period
Yearly Monthly Weekly Daily
99% 87.6h 7.3h 1.68h 14.4m
99.9% 8.76h 44m 10m 1.4m
99.99% 53m 4.4m im 8.6s
99.999% 53m 26.3s 6s 0.86s

Bytes infout (per interface)
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Ping used between network monitoring
station and other network devices to test
delay and packet loss in the network

Network Monitoring
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Between NM Device and Local Router a
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Between NM Device and Remote Router .
3 WAN Delay 2 Interface to WAN Ping
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Identify Flows,
Flow Requirements, and Locations from
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Determine Where Sources and
Sinks Are Located

Apply Flow Models Where Needed

Combine Performance Requirements
for Flows into Flow Specification
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Performance Requirements Performance Requirements

Fllgw Reliability Capa:l:y Delay :{'u&l:; a1 b F:;W Reliability Capa::y Delay ‘:"u&?’; ) i
CF1 | 99.95% 500Kb/s 100ms 1750 | $375K 1 CF2 NA 100Kb/s 100ms 2100 | $274K 1
F2 99.5% 100Kb/s NA 550 | S141K 2 CF1 | 99.95% 500 Kbis 100ms 1750 | $228K 2
F3 99.5% 15Kb/s 100ms 100 | S141K 2 F1 N/A 1.2Mbls 10ms 1200 | $157K 3
F1 NA 1.2Mbls 10ms 1200 $31K 3 F2 99.5% 100Kb/s NA 550 $72K 4
CF2 NA 100Kb/s 100ms 2100 $31K 3 F3 99.5% 15Kbls 100ms 100 $13K 5
CF3 NA 3Mbls 100ms 50 $31K 3 CF3 NA 3Mbls 100ms 50 $6K 6

Total Budget for Network Project: $750K Total Budget for Network Project: $750K
www.KhanAhmadi.ir e

S w>lhb 9 S)lome Judxi UL,

(59>9 W90 ,3) wslsl eohw 9 3,5 o Ol olyod @ aSis Slavly> wiw,yps (UL Ulaskwiso
A

‘)c‘n‘o, 10L,> wlasiw glyl

Guaranteed Flows

Ul i Ololyl iaslg b (ioand SO 0

Predictable Flows E Crosimyim LB Ololl shyls Bgd 5)lg0 0 sgMe tsiowd 93 ¢

Rp

07 o1 o Wlol I Shls (B398 3,190 51 o9Me I siomud 1> ¢
Best-Effort Flows E Cae

A Multi-Part Flow Specification

Ob,> olaxiie oy
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www.KhanAhmadi.ir R

33



e —
aSaai >lhb 9 S)lose Jud=i UL >

Flow Type 1: Hierarchical Client-Server

Jlo 10l wlaskiso

Flow Models for Flow Type 1

Main F5 F6
Engineering @
Building

Building C Off-Site
Data Archival

A Flow Map for the Example

www.KhanAhmadi.ir v

——

Performance & oy
Flow o p— Sy >lyb 9 S)lose Judwi UL,
Capacity (Mb/s) Delay (ms)
F1: Flow Type 1
Synchronization Files 320 100 N
rpe— oy o0 Jls aolsl 10b,> Wlaswiae
Final Files 160 108
Result for Flow Type 1 1600 100 Profiles:
P1:1.76 Gb/s, 100 ms
F1-Flow Type 2 P2: 16 Mbls, 10% s
Update Files 80 10¢
Final Files 160 108
Result for Flow Type 2 160 104
Result for F1 1760 100
Result for F2 1760 100
Result for F3 1760 100
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F4. Flow Type 1 1600 100
F4: Flow Type 2
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Predictable Flows Z"
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Result for F5 16 10? : : .
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I FTP bounce attack (-b) SR
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Name - Type: scanme.nmap.org - PTR
~ Operating System
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T |
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10blol (53 S w0 b iy A Ulaazio S,Liw whl a4 9 caewl sl ;lel (1998)

B JSign Bros oyl ¢

oMl k= 9 sz 9 005 Slaslug, buo ¢

FreeBSD (uSsad (9309 w9, >l bB isvgSwri o

by s aiay slassls (Network Packet Analyzer .ol aSids sloaiw ;S = S, Wireshark
Addsw ailyl oSew Wbl oy bl ool

S 0,5 assl (s Sl S5S051501 8Biws S Vlgic @ 1) aSid aiuwy LS Jul=s Ulgicsw
il sy Sl sioeds S5l HLLS By SO il cowys «nd)S Lk s wdlsw Bl aSieds
GV ko 55 axdl) 1S s eslazwl 1l s Blasl By JilS wgss

5 &, wyee ay Wireshark Lol 13g; (swolaizl/cwoud OLS lwn uld,lul guis @iniiS s
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aSids Olpae bhwg Al OMSLie ubne ¢

Sy il Olwripe hwg (siwiel OMSLie ow)p ¢
QA S ot Olawrigo g aSis Saaoliy b *
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> g, Wireshark ;! q_i|)|ji Ol 39 sw siriio GPL ¢3S (sulZod (swgoc j90 Cuz
5lessylen U ai;s b jexo slaadS 0,3 aSiyl ugay 0,8 sslaiwl 1ib 5l aS slall, slass

ol Gwsiiws 55 GPL caxs 0L, whso @y guio 35 olod 2591 wamwd ol
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M tv-netflc-problems-2011-07-06.pcap
File Edit View Go Capture Analyze Statistics Telephony

Wiireless  Tools He,)‘l'.' (e qs‘-‘“ Jsl'sﬂ )sdlhﬂ Wireschaﬁ(

Am o IBDRBResasTiEEQaQDR
5 fiter . <Ctrl-/> 53 ) Sxpression... | +
Time Source Destination Protocol Length  Info Lo
343 65.142415 192.168.0.21 174.129.249.228 TCP 66 40555 =+ 80 [ACK]) Seqe1 Ack=1 Win=5888 Len=@ TSval-491519346 TSecr=551811827 J B
344 65.142715 192.168.0.21 174.129.249.228 HTTP 253 GET 14 23 2f1ash_\ _lite_2.18v=1.S&n:
345 65.230738 174.120.249.228  192.168.0.21 TP 66 80 = 40555 [ACK] Seq=1 Ack=188 Win=6864 Len-8 TSval=-551811850 TSecr-491519347
346 65.240742 174.129.249.228 192.168.0.21 HTTP 828 HTTP/1.1 302 Moved Temporarily
347 65.241592 192.168.0.21 174.129.249.228 e 66 40555 = 80 [ACK] Seq=188 Ack=763 Win=7424 Len-0 TSval-491519446 TSecr=55181
s 348 65.242532 192.168.0.21 192.168.9.1 DNS 77 Standard query 9x2188 A cdn-0.nflximg.com
5.27 192 0. . 0.2 Uery Fezpon 2188 A cdn-0.nflximg.com CNAME imagez.nctflix.com.cd
350 65.277992 192.168.0.21 63.80.242.48 TcP 74 37063 = 80 [SYN] Seq=@ Win=5840 Len=@ MSS=146@ SACK_PERM=1 TSval=491519432 TSe(E
351 65.297757 63.80.242.48 192.168.0.21 TCP 74 80 = 37063 [SYN, ACK] Sequ® Ackel Wine$5792 Lened MSS«1460 SACK_PERMel TSvalw329%
352 65.298396 192.168.0.21 63.80.242.48 TP 66 37063 - 80 [ACK] Seq=1 Ack=1 Win=5883 Len=-@ TSval-491519502 TSecr=3295534130
353 65.298687 192.168.0.21 HTTP 153 GET /us/nrd/clients/flash/814540.bun HTTP/1.1 =
354 65.318730 63.80.242.48 TcP 66 80 = 37063 [ACK] Seq=1 Ack=88 Win=5792 Len=0 TSval=3295534151 TSecr=-491519503 l:
355 65.321733 63.80.242.48 Tce 1514 [TCP segment of a reassembled POU] v
= 1 >
Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits, ~
> Ethernet II, Src: Globalsc_@0:3b: fo:ad:de: :0a), Dst: Vizic 14: 1 (00:19:9d:14: 1) Ti
> Internet Protocol Version 4, Sr 192.168.0.1, Dst: 192.168. 1
> User Datagram Protocol, Src Port: 53 (53), Dst Port: 34036 (34036)
~ Domain Name System (response)
[Time: 0.034338000 seconds]
Tranzaction I0: Ox2188 [
> Flags: ©x818@ Standard query response, No error
Questions
Answer RRs: 4
Authority RRs: 9
Additicnal RRs: 9
¥ Queries
> cdn-@.nflxieg.com: type A, class IN
> Answers
> Authoritative nameservers 1]

£030 00 04 00 09 00 09
2230 78 69 6d 67 03 63 6f 60 0@ 0@ O1 0@ 01 CO 6c 08
0050 05 00 01 00 €0 05 29 00 22 06 69 6d 61 67
©260 07 6e 65 74 66 6c 69 78 ©3 63 6f 6d 09

0070 65 73 75 69 74 65 03 6e 65 74 00 co 2f 00

<evno.c dn-0.nfl
ximg.com o
4 ). “.images
netflix .com.edg
esuite.n et../...

@ 7 1centficaton of transaction (dns.id), 2 bytes

v
|| Packets: 10299 - Displayed: 10299 (100.0%) * Load time: 0:0.182|| Profile: Defoult
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Network Architectures aSuw SO S,)loss

WJlSow Jlw)l sgvg,

Jlyl (S 9 00 5l sland, u=s) s JUSew G, ol ,> :Base Band ()l -
(aig=>95).59- 5w 83laiwl Repeater glgil | JUSw ul Cagdts Sl .59 w0
Ethernet uile —

U owginw JiSiw (s oo Jluw,l SeJUl JWSw Uivg, ol ,> :Broad Band (v -
(aip=> 1)-35-biswe odlaiwl b sliol 5l OF s slyy aS suie GuilS,d
Cable television, ISDN,DSL, T1 and T3xile —

Baseband IGEGLEL T
Digital signaling Analog signaling (requires RF modem)
FDM possible-multiple channels for data, video, audio

Bidirectional Unidirectional

Bus topology Bus or tree topology
Distance: up to a few kilometers Distance: up to tens of kilometers

(FOM, true
BASEBAND (TDM, interleaves digital signals) on./( Val avar.ya¥aY ' Va\ /-‘JV'J"L/
0 0111 0 O V1Y

vV NVVY /
o 01110 01
e
oice, WV W
Video lo1 10001 0110011000101 10 Yelcs) YWY YV VAW
Charkie, did you get the memo | sent you yesterday

Video

_ . \d Green Blue Red Green Biue Red Green Blue Red
www.KhanAhmadi.ir

Network Architectures aSuw SO S,)loss

:QSHU tS)lAaD

QS e pazaio b v 9 erw (B cSaned £g Jud 5l aSids SosSiug | Slacgese

Modulated
Digital Signal Analog Signal
(Baseband) {Broadband)

Workstation

Token Ring g Ethernet .Local Talk :aSuuis SDS,lozo glgil

Sl @ypis pd Bus Tree a g 03g; Apple sloaSi yogaxo ,lo=o il :Local Talk -
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FTTx glgil
Fiber to the x(FTTX)

Tr—e—

v

Voﬁ/ 2 .
Internet

T FTTP
Mobile

Services Central Office Oplical Distibution Networks

* A generic term of last-mile fiber-based broadband access networks and services
* Many different deployment methods and infrastructures, such as
° Fiber to the Premises (FTTP), Fiber to the Home(FTTH), Fiber to the Building (FTTB),
Fiber to the Office (FTTO), Fiber to the Cabinet (FTTC), and many others

www.KhanAhmadi.ir av

e
- — g—

SV Uoaaio 9 DS Wyl

LA Saasun S)lose

aSuis S,lae azwgi 5 LS sw oslaiwl aswgi Sy Julss awls oleMbl | aSed )z
aSu i >y, Sloe Gu— b lg, Gu—izod S, e odl e w)d Sa_Lpd 9 S,9lud Ll =l
ol 23 Silese SLwaings $SisSz g (wominl 5 LS (@Sl wunae cubimo/ B30w,3])
5510 39=9 @S Sl ubSs "wewd" bbb s)lee Sy Vgaso cawl 01iS Gusi bulg,
A 95 Jolds IS sob ay aSsg s azgi wloas 9 S50l8 ol @ Lb baSd s)lowo 5o
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3l iy S @S ol pae slass @, 5 018 Router S, 5l awy S seic @ :(Hop) plS -
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L xg b =l 9 sai,Sy bolwe Sgy suliwon Slapi,eSl 5y (e ula S
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55 (Host) 0l sue ol8iws S vl (suiw YT (scdbio Gupdl S (F azews) IP Address
192.168.10.1 :3wlo .l aSiois

HWSY-¥] W)bl
L 3,0, anby S aucds 8505, Ko as bosls wdl,;n sly aS wowl slo,locis wjgy Su °
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Classification of Routing Protocols (suljuwo S pis,e8)l v viine S JSig

o bpas S S v Sauaiw ’

Interior Gateway Protocol | Exterior Gateway
(IGP) ‘ Protocol (EGP) ‘
Distance Vector Link State Path
(ov) (LS) J e Vector
RIP J IGRP ‘ ospFJ 1S-1S ‘ EIGRP BGP |
|
L J ¢ J
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Distance-Vector vs Link-State Routing

T el ﬁom '_" ‘
Tobio 4= Totio |4— Totie |4— Tobie

| Routing | nmmv'—’ Routng

Distance-Vector(RIP, IGRP)

To
Oatobate  Shorest Path Frst Tree

Link-State Routing(OSPF, I1S-IS)

Each router only shares its routing table with its
neighbors

Each router shares its complete map of the
network with all other routers

Making routing decisions based on limited
information

With a complete view of the network, routing
decisions are more accurate and reliable

Easy to set up and configure

Difficult to set up and configure

Slow convergence

Fast convergence

The metric is typically based on the number of
hops between the source and destination

The metric can be based on a variety of factors,
such as the bandwidth or delay of a link

Svited for smaller networks

Suvited for larger networks

www.KhanAhmadi.ir

Network 24 bits a

SV Uoaaio 9 DS Wyl

CIDR Uuus (SI-3V} dol> fgs) Wbm

Host 8 bits
00100101.00000001.00000001- CLLLLLLL) 039120 Sosku Shiyppand

ooz T o |

Subnettin 2y =
Subnets have Converting original host (2 ) = 4 subnets
new mask /26 bits to network bits (25-2) =62
(network bits + ’ “ hosts per subnet
subnet bits) ‘ Subnet Host
Network 24 bits 8 2 bits 6 bits

2~ subnet bits = number of
subnets created

2~ host bits - 2 = number
of hosts per subnet

Gl o i dalice s VEaX smsyseol s CIDR ;s 1991687024 sildis asges Olgieag
o3laiwl oliws ay s silin Sl 035lo 8l v A g ol aSu s Giuses ay bgsso

Network:  192.168.7.6/24
Broadcast: 192.168.7.255
HostMin:  192.168.7.1
HostMax: 192.168.7.254

11000000, 19101000 50000111 00000006 (Class c)
11000000.10101000.00000111 11111111 g Beu
11000000.10101000. 00000111 .0P000061
11000000.10101000.00000111 111111108
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owl VLSM 5 (susun Giug,y ol -aiS o pasdae |, aSd ol 5> Ol

www.KhanAhmadi.ir Voo

SV Uoaaio 9 DS Wyl

CIDR Uuus (SI-3V} dol> fgs) g\.lb).a.um

83940 Soslw Saupwds ¢

256 addresses

37.1.1.0 37.1.1.255

VLSM Subnetting
(Variable Length Subnet Mask)

37.1.1.0 64 96 128 144 37.1.1.255

Office-1 || Office-2 || Office-3 || Office-4
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217 10 138 128

11011001 . 00001010 . 10001010 . 11101110

'
' ' '
! ' '
217/8 . '
' '
'
| : H
] 117.10423.0/10] : !
' '
'
| H
217.10.138.128/25 | |
'
[ 217.10.138.236/32 |
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IDR (Inter-Domain Routing) @iol> (w vl o

gl asioly 0asS J, i8S sasll, guu Jolei g osls 0lL,> J,iuS Slatsls guy wbyuin  *
.wl Primary Domain Controller (PDC)

alyl 3,8 ay ;amio URL ay (sewiows silis SG L ISP syl oloas sy o)l Sy »
0,435 DNS 9,00 Sy 50 ISP 18 o,lony wcwl 5,8 @y yaxio o)locds Sy (silis ol d9doswo
I cmwlio IP (sliin o lois g 83,5 juwusi |, URL ISP asiols oU DNS Sl 9,0 .39 sw0
(adsl atiols 821sS J,S) PDC oL @ (seaass asbl, SO J,iS s ainls . uascsw il
@ ewpiwd Sho Ll Bgés> ainly 53 S, Sloolus plos 51 (sislgw all, ol wowl
Solsese S5 53 55 | oo 2wl ailobw (sililac Sladciw,pd 5 woleMbl

iwd S 000 IDR g, v aS suisinl sla JSig,y ¢

— Border Gateway Multicast Protocol, Classless Inter-Domain Routing, Multicast Source

Discovery Protocol, Protocol Independent Multicast.
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Non-optimized, Fully
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Access
End Users
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(Point Of Presence (POP) (sus))
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b Giwldl wg wlneo

g pll oand tS)KJ}o_, 0_,9.04._:0] wlbls,l wles g 0 (s=>lb VU wwinl sl @

9wl 05,5 &l ay TCP 5l aS el QUIC slawulld 5l pindao Jugxi g plod;l IS @
a_l,| Head-of-line blocking g l> b3 s;Ludgauo gy |, desls Gindo Juo=i uizod
owl A8 S8y, SaSd H> aS addsw

51058 58 IP U9 Gawgr—w So 5l eslaiwl Gus> Win .aiSsw pdly8 |, Jlail w,=lee Ul »
LTE a, Wi-Fi
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aS s 55 0 3,508 8 pols slasly ay Sicwy sloael Jul8,.¢ g slouel LB Jasl ¢

508 JLail el cowlin 25,15 Olisabl g w5 @ 5l aS (ule3,,,18 sy slesel L6 Jlawl
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a9 bl Sl uld,Sg5lw Jolis Vo nzo W JSigw ool -digas Jiino 000,88 a

> iy dml dls pae g 5 play Usliw,d5L wedl,s aul s Lalas
51 oSy TCP  (Transmission Control Protocol) .cuwlaSign ol SlasSiug 5l Laoly
ol Sloiel LB Sl Sis 0 ouride 20

Udgy ).a.oiw.a.‘?go 6|H iAol Fa-D as ))|> O)l_uul Ls\JLQJSJg).; a oloucl J;ls,..c Jasl -
e Ldesls 0id, ws jl ay oo cwl oSow g 158w Ysoso ol 1,10 wosls Jlawl
)90 AuS oo |) [V} Ul_ubp b 0_1_1,3 as Uol_> iy pAC u_._‘)l.;_,) .Lub,o.x_c
G b oWl slass;b asle o)1y codl @ds 5l iy et yw aS ol uls Ol oslaiwl
JuB,ue sl S, 5l abgas S, UDP (User Datagram Protocol) JSig . .wslailw, 005;
g odlaiwl (Nigw 9 slailu, 3,0, Sladaocl,y jl s,lww 5> aS cowl sloscl
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ol @S 55 congestion pS1y g b5l 0u3y 59,0 5l SySsls a8 Gul (ol VA g,
TCP JSig,0 diilo .5y Jlasil ey w8l g wloas cuasS JudlS ay j=in dlgisw aS

S o SyuSel> pS1i sax 5l @S wlSing Sla, sl
G338l 1y Of guy @ 9 LS s E9,is S¢S 8,3 010l o b sniiw,d aS Slow Start sl jlel -
oy A Cud b A @ aS iloj U addswe
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S Gai | oy
g0 03y pauis aSid 5> pSh aS Agdisw Jled (sulo; suinSly sle,Sgln o
335 Sab.a8 wuldazuy s Jlw,l 9 ,Uasl Olej cupie Sly el jl eslaiwl (el —
Jluw,)l caew 10U aS aas 5w g Mbl saiew,9 @ Explicit Congestion Notification gu o pS15 oMel —
A8y GudlS [ esls
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Static wiawd ulpss Sjlwodly
s bl aigos 1l pd sty Sy cawl 030d 03,91 R1 Gluno Sy Sy wlhgiiws

R1-Albuquerque#show ip route
R1-Albuguerque#ping 10.1.128.252

R1-Albuquerque#ping 10.1.2.252

R1-Albuquerque only has routes for its three connected subnets. So, R1-Albuquerque’s ping
10.1.2.252 command creates the packets, but discards the packets because no routes exist.

R1-Albuquerque(config)#ip route 10.1.2.0 255.255.255.0 10.1.128.252
R1-Albuguerque(config)#ip route 10.1.3.0 255.255.255.0 10.1.130.253

R1-Albuquerque#show ip route
10.0.0.0/24 is subnetted, 5 subnets

C 10.1.1.0is directly connected, FastEthernet0/0
s [1/0] via 10.1.128.252

S 10.1.3.0[ via 10.1.130.253
C

C

10.1.128.0is directly connected, Serial0/0/0
10.1.130.0is directly connected, Serial0/0/1

R1-Albuquerque#ping 10.1.2.252
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wobpo SBJSSg 9 Bpiyes)l Silworly

Ol 55 aiysa Lo 9 vl DV o568l 5y (siiwo RIP (Routing Information Protocol) J<ig,.
wlipao Jglas alsbo sl RIP .cowl ) Syluuo wlpumo 95 Gur @igsd (i Cawl o8 slass
S sw oslaiwl UDP S5,y 5l

oiian (vlpeann aSl 39 bioes g 505 diy Vg, uleMbl aiuy Sy RIP JSigy
|, @iy Header Ll casiuy dl,s U Olsao 59 isisw pl=il IPX L, IP aiwy Header 5,
RIP «(sulpiaso @ 5Las ©y3-0 1> 9 39w glrsimwl O aaito pw)ydl e G - 20l93 500
S5l Gt 5S1 LS o gians (ulipaaioe Jaa> 5 | ade @y Ui w, U (Sew Sl
osl> i |, IP asiuws TTL 2l RIP g 9o Wil yidi;o oS uwo odld 3929 sumuo
w9 w0 Lado @ |, a9

8 S =55 Slakhymo Sl aS Usgy ililos 5 (SSamw pac 5 Vb cucsw b el (sJS5g, RIP
au Ug;8l L i el (soS slaealé g Ulgld slacysgaxo shhls g o (s=bb cawsS,
0l 5959 @ IGRP S50, 0l slaculls
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VU e 9 Do yw)ol

loms SBJS9w 9 WpieSll Silwodly

RIPV2 osjLosly Qiges wlygiws
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#network 10.0.0.0
Router(config-router)#network 172.16.0.0
Router(config-router)#network 192.168.111.0
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wlosas SBJSSg0 9 B pisyes)l Sjlwodly

AS w0 03wl o Gusigs Auwlxo Sl LS puy,e80l 51 OSPF S5,y

oo cows a4 S O L Sligy 0 ) A pwds 51 Siw L Cost @i

g hSed vacsrw @y suleas Joliz cOlrwe S subs plKis

Sediso by ouilre abudin ulprwe Sl 54 8 Sebiswe plil LU aislge OSPF s

I, 393 ay bg o Area cwl (s8LS Laaé wRouting Table g >g.is s SauArea aSiy OSPF >
D e IS sanps & aiwbiy

BLail s, w5 ,a ¢ Full update oG .l Partial update o 50 au silw,je, RIP BV

9 1S w0 Auwlzo 0,149 |, pineSUl s 3,00 SArea Ulos Sl o hid aisy
s s wbin sdeslluuSe zud wArea ;3 Sl wo

www.KhanAhmadi.ir Ve

70



5/19/2025

VU e 9 Do yw)ol

b SWBUSign 9 Wpaesdl Sjlwosly
Multiarea OSPF Network OSPF

™, Subnet 10.1.1.0

Area 1 .- £ . 2
¥ }'"Q-’Z; Albuquerque
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VU e 9 Do yw)ol

wlosas SBJSSg0 9 B pisyes)l Sjlwodly
OSPF s;3Lwesly daigas wlygiws

R1-Albuguergue(config)#interface fastEthernet 0/0
R1-Albuquerque(config-if)#ip address 10.1.1.1 255.255.255.0
R1-Albuguerque(config)#interface serial 0/0/0
R1-Albuguerque(config-if)#ip address 10.1.4.1 255.255.255.0
R1-Albuguerque(config-if)#interface serial 0/0/1
R1-Albuquerque(config-if)#ip address 10.1.6.1 255.255.255.0
R1-Albuguerque(config-if) #exit
R1-Albuquerque(config)#router ospf 1
R1-Albuquerque(config-router)#network 10.0.0.0 0.255.255.255 area 0
R1-Albuquerque(config-router)#network 10.1.1.1 0.0.0.0 area 0
R1-Albuquerque(config-router)#network 10.1.4.1 0.0.0.0 area 1
R1-Albuguerque(config-router)#network 10.1.6.1 0.0.0.0 area 0
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Wireshark Assignment g TCPdump ,»> il Jlosl

Sl 93 ol caiiad aSid Sl » oyl 9 Jud=i Sl 303,48 13l 9> Wireshark ¢ TCPdump
I, 393 5L 5,00 wleMbl U assS ,iid g s |, aSi i sldaiww U aiddssw o321 0lu,8 @
S 2wl

S,i80 H9b ay aSu i Sl U oS s SoS Wireshark o TCPdump s La,ilud 51 eslaiwl
Lol sla,ild g il oul 5 blas b e zlhiw! ygsw 5l 3,00 wleMbl g 3¢ Caprio
ol aSd camog l Sy ey S Ulgicswe

593009 UL, sl Lol cewl oanis (sl UNIX 5 (sisue Sl Jolepivwsw sl TCPdump
51 eslaiwl sl aassw asll |, TCPdump slawullB au i as 5)ls 33> WinDump L0l

3,5 S58,L 1) wliiiwe 9 aol,y WinPcap o&ug 5l wlgi so WinDump
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SV Uoaaio 9 DS Wyl

Wireshark Assignment g TCPdump ,»> il Jlosl
9 bhio aSi i slaaiuw b adsisw 0ol aS cowl UNIX 5 (suiiwo (siloyd s s,l51 TCPdump
slasbly slaas o ) 1 osly slaaiww 4 d>sw o3l UlL,LS ay g TCPdump g ,ilud
> 3S1 55 35S ai piwmaw S9, | O 3L TCPdump 5l oslaswl 51 Jd .S sasliio
13,5 oslaiwl aiaw w5l Ulgisw (puSeid slagse

#sudo apt-get install tecpdump Olu> 5 o Slogysei Sl

#sudo yum install tepdump s, 5 uine Slagysei iy

tcpdump [options] [filters] (S Hgiws
:TCPdump ,» zul, S,
1JSSes v Hikid
tcpdump -i any tcp TCP svaiww buo sly
tcpdump -i any udp UDP slaaiwy oo iy
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v Uwo 9 D w, ol

Wireshark Assignment g TCPdump ,»> il Jlosl
tcpdump -i any host 192.168.1.100 1005 Cowld S Sl baws 9 IP Guwysl Lild
1ols W Sl Sl s 9 wisr pwlwl 5o il
tcpdump -i any port 80
HEVASVIEVI R
Hikd s Sy Sy ihio sl Slec il eslawl
tcpdump -i any src 192.168.1.100 and port 80
1B LS gy 0038
rpcap LB S5 Ly Sl 0,u3 sl
tcpdump -i any -w output.pcap
D o, L Jd=i 9 Ualgs sl
tcpdump -r output.pcap
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Wireshark Assignment g TCPdump ,»> il Jlosl

=i g oadlie Jol aSds sloaiuw b adscsw 0lSsl aS cowl sSu8l,S L1l S, Wireshark

Juo Sla,ilis 9 Giwles sSla,ild 1w punudi aiwd 9> @y Wireshark osla,ild g

roinlos S uls

:Jlio . Lgdeso oslaiwl LOI Giulos Us)S 39ax0 Sy daww s 5l uy b,ld ol

tcpdump -ni igb1 tcp port 80

tbo S uls

10ols sl 5l TCP &Sudlyi s 1dlin .aiginisw Jlocl aiuw s g9,0 51 Jud o,ald ol
tcpdump tcp and host 192.168.1.100

i igbl -T carp -c 2 carp

bose output suppressed, use -v or -wv for full protocol decode
on igbl, link-type EN1@MB (Ethernet), capture size 65535 bytes

:50:07.426993 IP 198.51.100.12 > 224.0.0.18: CARPv2-advertise 36: vhid=11 advbase=1

advskew=@ authlen=7 counter= 8860810

14:50:08.436849 IP 198.51.100.1:
advskew=@ authlen=7 counter=544992

2 packets captured

78 packets received by filter

@ packets dropped by kernel
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wbcase SB,lul 9 IP syl uwuo ARP

ARP (Address Resolution Protocol)

sas i ;5 MAC slaswliin au IP sl slins Joas sl aS cowl aSds SS90 <o ARP

S8l w ulinv U S SaS woliws ay JSigsm ol 3w o3laiwl LAN (sl

S gy O IP sulin @y azgi b 1, ,350s oBiws S MAC

:ARP >,Sloc J=>lr0

AL S yls pols TP uiliv o @ o3l byl @ 5L 0l8iws o aS (silo; :ARP Cawlgsys byl .\
w9 s aSes a0 ARP Cewlgs s

iy @ | 395 MAC (il 9 ad5csw ol 3,15 | Hhi 5,90 IP (siliv aS saliws :ARP gwl .Y
aisce: dlail

Olbls)l sy U uSsw 0053 393 ARP Jgax> 5 1) MAC (vl saisiw 9 o8iws toleMbl sjlwouss ¥

ol ey cowles ) saze Jlw)l @ 5l sasy
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wbcase SB,lul 9 IP syl uwuo ARP

wwbous S,

as 25,15 3929 sblizo S5l JIP (ol o 9 ARP @ by 0 oMSLie J> 9 wulwliods iy
T 05 ,lee Joll

Wdaiwy wuiS,y 9w, Ulo; S,S0slul g aSiis 55 38w 95 Hwr awsiwd (saw,yys (Ping
.Hop ,a ,» ,4>L Olo; Jiulos 9 dado U o | daiuwy yewo ublwlicds Traceroute/Tracert
.Sesw Joc Tracert aud :pathping khanahmadi.ir

o wlbls)l sasliw g ARP Jga> Giwlos Sl 39009 Sl picaaw 5> j9w> oul :ARP —a
e oslaiwl MAC g IP slasilin

aS daiwy Jd= g aSd Sl bus sl ule,d s UNIX ) (swine oS,0500 :TCPdump
g 03wl (sulyamo 9 ARP @ bgsro oMSLino (sowyyr Sy Lilgicsw

baiw wls;> saaliv VKol aS aSds Sl Jud=i 9 auszs Sl wSW8lLS )15l :Wireshark
AS e palyd |, ol o>,5,'.;1,,£»\9
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VW Uoaws 9 s Doyw,dl

wlbcue Sl 9 IP (wljusun ARP

Tracert g ARP —a (vl SWB,lul JUo
:\>tracert 8.8.8.8

racing route to google-public-dns-a.google.com [8.8.8.8]
bver a maximum of 3@ hops:

192.168(c . \ | INDOWS \ system32>arp -a

n4l-akl|

ae}lBellnterface: 10.0.0.9 --- Ox4

xe-4-8-|' Tnternet Address Physical Address Type

as15169 19 9. 0.1 10-56-11-c8-6a-9a dynamic

219'239‘ 10.0.0.48 be-c5-bb-@a-ed-f8 dynamic

216.239) 19 9.0.153 7a-aa-ab-@b-c3-fa dynamic

google-| 14 5 9 204 00-04-7d-0d-d7-b1 dynamic
10.0.0.251 fa-7b-8c-ab-b7-bc dynamic
10.0.0.255 -ff-ff-ff-ff-ff static
169.254.185.26 e0-37-17-ea-11-5e dynamic
224.0.0.2 01-00-5e-00-00-02 static
224.0.0.22 01-00-5e-00-00-16 static
224.9.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ff-fa static
255.255.255.255 f-Ff-FF-Ff-Ff-ff static
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WicFi slacsSis

WOgely A i igawg 9 Ul L S29S LLS Jxo 03508 (sddGiubisr (JlS au 5l pas
Sowiowd 5> 802.11ax ¢ 802.11ac ale Wi-Fi jyas sslas,lulowl sVL ce,w

I.M!Mesy_d«_ﬂom> v @ 802.11ac  gn5 17ax

802.11n 802.11ac Wave2

802.11¢/a ‘600 mpps .1-3GbPs | | 22 Gbps 9 19.6Gbps |
802.11b

54 Mbps
80211 11 Mbps
- .
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G398 g0 aS b ool s Slad s jepb 9 Sylid e, iy U g s oslaiwl
w000 UL, i) 9 owyiwd

wolw slaasis lslw
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aS 39w o3l Ly, BTS |, Base Transceiver Station ayl; ol S, biwgs VYgooe Jglw
a Vg oo gl w ol ol Jubgo Soolliws au g 5l IS w esl)s 9 Jlw,l Jgiwo
S pdhd |y Giadigy HiSIax U dgdiise s>hhib (S)s05 @V Jao) selojiuds w90

el Csugndly &ile pasass 9 ayly oyl Gudiz o Jgiwue BSC ayly oyl sauSJ,usS
Sl sape 5 ) bosly Jiul 9 owled waie adndby MSC Siuzsgaw 55,0

www.KhanAhmadi.ir vov

sl sloaSd wlise o fsJsdw SdaSii

e igo Sauwles 4 39120 Ol wloas .35 e Jac Sl YaA+ ass ,5 116 Jol Jous  *

Jolids U ool 3 pdly 0515 g crice Jaw,yl 0LSol (s0g8, S,0Li5 U 12G pgs Juis
.2> GSM (Global System Mobile) (swgd, slaailolw

aswgs Slailatise Sloas g Lassls JUaH] Sl 5V E w0 G 83d b 236 pgsws Juus  *
A okl Juws ol ;5> WCDMA (Wideband Code Division Multiplexing Access) .c.él,

23,8 polhd | slailuw,diz oloas 9wl @ yigrrw owriiwd IP aly 514G o)l Jos °

PR E O WRCW PN PV SOV FROCIOWET M- ES R W

1ms 5l 0S8 a3l 9 asl 5l ) s Shy aswgi 9 iz I > 16G puind Jows  *

1G 2G

Analog Voice Digital Message Mobile Data Mobile Broadbond New Radio New Technology
1980 1990 2000 2009 2019 2030
www.KhanAhmadi.ir Vot

— /

5/19/2025

77



5/19/2025

>,Sloc 9 ailw,
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sy Soliws 5l s 9,95 ol 5l Slad,uS Al 5,0lsS wlbli,l ly 50,8 Ugsle  »
boleisbw Gw b slo)lgale wlbls,l aube 15,95 Jolgd sl gee,S0b  ©

sl5T slas 5 o5 b esls Jlawl :FSO (Free-space optical communication)

enbliog ;S zlgol ;1 aslaiwl b osls Jlil Sy puwesy sldaseds 5,S)ec
sl SIS w ar S8l swogd 51 Wosls Juas @
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